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The Challenge

How do protect children from online sexual exploitation?
How do we prevent Victimization
How do we prevent the use of technology by sexual predators with

the intention of abusing children?



Online Child Sexual Abuse &

Exploitation

750,000 pedophiles
are online at any given moment.

(Report of the UN Special Rapporteur on the sale of children, child prostitution and child pornography (2009))



"For m:st of mesg kids, it dlgn‘t even seem like a big deql tc-> t Google Spotted Explicit Images Of A Child In A
something they did, something they thought everybody did, ' e Ji S
Man's Email And Tipped Off The Authorities

JULIEBORT ®0 AUG 3, 2014, 09,30 PM

When the investigation was over, Oneida County officials dec
Instead, students and parents attended informational session
behavior from happening again.
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Houston Detective David Netties

Praveen Kharb, 38, of Gurgaon, India, appears at his arraignment. (Photo

"We could have kept on investigating. We could have, I'm surt
Hook said. "We stopped, because what was really clear to us NEW DETMLS

problem- GOOGLE TIP I.EADS T0 ARREST

The situation in Rhinelander is not uncommon in Wisconsin. *  NMAN CHARGED WITH POSSESSING CHILD PORNX

KHOU 11 News

Houston Metro Detective David Nettles
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Chat on multipie MSN, Facebook,

Yahoo, AIM, ICQ, GTalk, MySpace &
hoo. AIM. 109, GT L MySpace 8.

Opera's fas!
can save you money on data. Totally

Messenger WithYou
WITHYOU INC

Unlimited chatting with all your
Messenger Contacts, anytime,
anywhere! The a.

INSTALL

XDA-Developers
XDA-DEVELOPERS

XDA Mobile Application! Free! OMG!
The world famous XDA forums
formatted for

INSTALL

Bluetooth File Transfer
MEDIEVAL SOFTWARE

Bluetooth File Transfer (OBEX FTP
and OPP) for Android Use your
smartphone 10...

INSTALL

XpressConnect
CLOUDPATH NETWORKS INC

*** Run once o setup wireless and
connect. Once connected, Android
will ma...

INSTALL

Call Recorder
CLEVER MOBILE

Simple Call Recorder application
that has an ability to: -
Enable/Disable cal

INSTALL

MobileVOIP Cheap Calls
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CSipSimple - High quality

Source SiP OpenSource (GPL
RS CnoSa oL

sms/mms tools for your android
phone The most...

Yahoo! Messenger Plug-in
YAHOO! INC. ¢

Experience voice and video
functionality in the Yahoo!
Messenger app This plu...

ALDImobile
MEDION AUSTRALIA

The ALDImobile app is the smarter
way to manage your prepaid
accountontheg...

INSTALL

Firefox Beta
MOZILLA

Help refine and polish the newest
features almost ready for prime time
With .

fring Free Calls, Video & Text
FRINGLAND

Free Calis, Group Calls, Texting,
Video, Group Video, and more! Free
Calls, G...

GolChat for Facebook
SPARTANBITS
Talk with your friends via Facebook

chat. Send photos, voice notes and
more! ...
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The mail.com App for your mobile.
The mail.com 800 aives you the best
«++» Now with Face! Chat! ass
Enjoy a faster, smarter, richer

Windows Live ..

K-9 Mail
K-8 DOG WALKERS

K-9 is the best email client for
Android. It's incredibly powerful and
100%f...

INSTALL

Photon Flash Player & Bro...
APPSVERSE, INC

Photon Flash Player Browser plays
Flash without downloading Adobe
Flash plugi..

INSTALL

Handcent Emoji Plugin
HANDCENT_MARKET

Plugin for handcent SMS only .you
can send many coolfunny emoji
icons to the...

ConnectBot
KENNY ROOT AND JEFFREY SHAF

ConnectBot is a powerful
open-source Secure Shell (SSH)
client. It can manag...

chomp SMS
DELICIOUS INC

chomp SMS is the antidote to boring
text messaging! Try it today... chomp
SMS...

GOSMSPRO ColorfulWorld... r Omegle Android FREE
ZTART AD37
GO SMS Dev Team for the now on Android. Talk to



Risks

=Exposure to inappropriate content (hate, drugs, etc)

=Exposure to child sexual exploitation material or
adult pornography

*Grooming

»Harassment Cyberbullying
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Online Child Sexual Exploitation is Not Victimless Crime

* These are violent crimes involving real children
* These children are re-victimized every time the image of their abuse is viewed/distributed

* The USDOJ and UNODC recognize OCSE as a modality of child sex trafficking



21,751,085 21,447,786

16,987.361

2019 2019 2020

2020 2019 2020
Regorts  Reporis Files Included in Reports  Reports Reports  Reports

Total Reports 2020 Reports Total Reports by Public Total Reporis by ESP

The 21.7 million reports of child sexual Electronic Service Providers make the majority of reports, but reports of online

exploitation made to the CyberTipline sexual exploitation from the public more than doubled in 2020
n 2020 included 65.4 million images,
videos and other files. These matenals

contamed suspected child sexual

abuse matarial (CSAM) and other




WHO ARE THE OFFENDERS?

12% = Neighbor/Family Friend

0
22% 8% ;34 = Parent/Guardian
| 13% » Other Relative
Babysitter/Mentor/Coach

» Guardian's Partner

= Online Enticement2
m Self-Production

25% - 9% Human Sex Trafficking

4% Unknown to Child 5
4%

1. Data based upon information submitted to NCMEC by law enforcement as of July 17, 2019. Actively Traded series only.

2. “Online Enticement” includes either (1) victims who met a perpetrator online and transmitted self-produced images or (2) victims and offenders who met online
and then met offline, producing images.

3. “Self-produced” includes those victims who have produced and distributed images of themselves.

4. “Human Trafficker” includes victims of commercial sex trafficking.

B “Unknown to Child” includes un-established relationships, i.e. photographers, runaways, etc.



BOTNER study

* 83% had images of children 6-12 YOA

* 39 % had images of children 3-5 YOA
* 19% had images of infants and toddlers under the age of 3

* 92% had images of minor’s genitals showing explicit sexual
activity

* 80% had images showing sexual penetration of a child

* 21% had child child pornography depicting violence such as
rape, bondage and torture

* 40% of the arrested- dual offenders



Capacity Building

* National Strategy Plans
* Protection frameworks

* Training and Education Programs (Criminal
Justice, judges, first responders, prosecutors)

* Public Awareness Campaigns
* Corporate Social Responsibility

= Research and Data Collection




ICMEC’s MRC Assessment

A tool designed to

identify gaps in S—
legislation and national Investigation
response programs:

Assistence to child and adoloscent
victims




Our Coalitions

Powerful alliance of financial and Internet

companies working voluntarily to address

commercial child sexual abuse materials
and exploitation

e U.S. Financial Coalition established by
ICMEC and NCMEC in 2006

e Asia-Pacific Financial Coalition
launched by ICMEC in 2009

e Tech Coalition formed in 2006
e Gaming Workshop started in 2020



Ggalarza@icmec.org

Thank you!

www.icmec.org

lcmec_official




